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Summary 

The Internet is often described as a “network of networks” because it is not a single physical 
entity, but hundreds of thousands of interconnected networks linking hundreds of millions of 
computers around the world. As such, the Internet is international, decentralized, and comprised 
of networks and infrastructure largely owned and operated by private sector entities. As the 
Internet grows and becomes more pervasive in all aspects of modem society, the question of how 
it should be governed becomes more pressing. 

Currently, an important aspect of the Internet is governed by a private sector, international 
organization called the Internet Corporation for Assigned Names and Numbers (ICANN), which 
manages and oversees some of the critical technical underpinnings of the Internet such as the 
domain name system and Internet Protocol (IP) addressing. ICANN makes its policy decisions 
using a multistakeholder model of governance, in which a “bottom-up” collaborative process is 
open to all constituencies of Internet stakeholders. 

National governments have recognized an increasing stake in ICANN policy decisions, especially 
in cases where Internet policy intersects with national laws addressing such issues as intellectual 
property, privacy, law enforcement, and cybersecurity. Some governments around the world are 
advocating increased intergovernmental influence over the way the Internet is governed. For 
example, specific proposals have been advanced that would create an Internet governance entity 
within the United Nations (U.N.). Other governments (including the United States), as well as 
many other Internet stakeholders, oppose these proposals and argue that ICANN’s 
multistakeholder model is the most appropriate way to govern the Internet. 

Currently, the U.S. government, through the National Telecommunications and Information 
Administration (NTIA) at the Department of Commerce, holds a “stewardship” role over the 
domain name system by virtue of a contractual relationship with ICANN. On March 14, 2014, 
NTIA announced its intention to transition its stewardship role and procedural authority over key 
domain name functions to the global Internet multistakeholder community. If a satisfactory 
transition can be achieved, NTIA stated that it would let its contract with ICANN expire as early 
as September 30, 2015. NTIA has also stated that it will not accept any transition proposal that 
would replace the NTIA role with a government-led or an intergovernmental organization 
solution. 

Legislation was introduced into the 1 13 th Congress seeking to limit NTIA’s ability to transfer its 
authority over certain domain name functions. Ultimately, the 113 th Congress enacted two 
legislative provisions that address NTIA’s proposed transition. Section 540 of the Consolidated 
and Further Continuing Appropriations Act, 2015 (P.L. 113-235) provided that during FY2015, 
NTIA may not use any appropriated funds to relinquish its responsibility with respect to Internet 
domain name system functions. Meanwhile, Section 1639 of the FY2015 National Defense 
Authorization Act (P.L. 113-235) contained Sense of Congress language on the future of the 
Internet and the .mil top-level domain. 

In the 1 14 th Congress, H.R. 805/S. 155 1 (the DOTCOM Act of 2015) would prohibit NTIA from 
relinquishing its authority until 30 legislative days after NTIA submits a report to Congress in 
which it certifies that the transition proposal meets certain criteria. On June 23, 2015, H.R. 805 
was passed by the House. H.R. 2578 (FY2016 Commerce, Justice, Science (CJS) Appropriations 
Act), as passed by the House, directs that NTIA may not use any FY2016 appropriated funds to 
relinquish its responsibility with respect to Internet domain name system functions. 
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The 1 14 th Congress is likely to closely examine NTlA’s proposed transition of its authority. As a 
transition plan is developed by the Internet community, Congress will likely monitor and evaluate 
that plan, and seek assurances that an Internet and domain name system free of U.S. government 
stewardship will remain stable, secure, resilient, and open. Meanwhile, Congress will likely 
continue assessing to what extent ongoing and future intergovernmental telecommunications 
conferences constitute an opportunity for some nations to increase intergovernmental control over 
the Internet, and how effectively NT1A and other government agencies (such as the State 
Department) are working to counteract that threat. 
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What Is Internet Governance? 

There is no universally agreed-upon definition of “Internet governance.” A more limited 
definition would encompass the management and coordination of the technical underpinnings of 
the Internet — such as domain names, addresses, standards, and protocols that enable the Internet 
to function. A broader definition would include the many factors that shape a variety of Internet 
policy-related issues, such as such as intellectual property, privacy, Internet freedom, e- 
commerce, and cybersecurity. 

One working definition was developed at the World Summit on the Information Society (WSIS) 
in 2005: 



Internet governance is the development and application by governments, the private sector 
and civil society, in their respective roles, of shared principles, norms, rules, decision- 
making procedures, and programmes that shape the evolution and use of the Internet . 1 

Another definition developed by the Internet Governance Project (IGP) 2 delineates three aspects 
of the Internet that may require some level of governing: technical standardization, which 
involves arriving at and agreeing upon technical standards and protocols; resource allocation and 
assignment, which includes domain names and Internet Protocol (IP) addresses; and human 
conduct on the Internet, encompassing the regulations, rules, and policies affecting areas such as 
spam, cybercrime, copyright and trademark disputes, consumer protection issues, and public and 
private security. With these three categories in mind, the IGP definition is: 

Internet governance is collective decisionmaking by owners, operators, developers, and users 
of the networks connected by Internet protocols to establish policies, rules, and dispute 
resolution procedures about technical standards, resource allocations, and/or the conduct of 
people engaged in global internetworking activities . 3 



How Is the Internet Currently Governed? 

The nature of the Internet, with its decentralized architecture and structure, makes the practice of 
governing a complex proposition. First, the Internet is inherently international and cannot in its 
totality be governed by national governments whose authority ends at national borders. Second, 
the Internet’s successful functioning depends on the willing cooperation and participation by 
mostly private sector stakeholders around the world. These stakeholders include owners and 
operators of servers and networks around the world, domain name registrars and registries, 
regional IP address allocation organizations, standards organizations, Internet service providers, 
and Internet users. 



1 Tunis Agenda for the Infonnation Society, November 18, 2005, WSIS-05/TUNIS/DOC6(Rev.l)-E, p. 6, available at 
http://www.itu.int/wsis/docs2/tunis/off/6revl.pdf. 

2 The IGP describes itself as “an alliance of academics that puts expertise into practical action in the fields of global 
governance, Internet policy, and infonnation and communication technology.” See http://www.internetgovemance.org. 

3 Milton Mueller, John Mathiason, and Hans Klein, “The Internet and Global Governance: Principles and Norms for a 
New Regime,” Global Governance, vol. 13 (2007), p. 245. 
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Given the multiplicity and diversity of Internet stakeholders, a number of organizations and 
entities play varying roles. It is important to note that all of the Internet stakeholders cited above 
participate in various ways within the various fora, organizations, and frameworks addressing 
Internet governance and policy. 

Key organizations in the private sector include the following: 

Internet Corporation for Assigned Names and Numbers (ICANN) — ICANN was created in 1998 
through a Memorandum of Understanding with the Department of Commerce (see the following 
section of this report, “Role of U.S. Government”). Directed by an internationally constituted 
Board of Directors, ICANN is a private, not-for-profit organization based in Los Angeles, CA, 
which manages and oversees the critical technical underpinnings of the Internet such as the 
domain name system (DNS) and IP addressing (see the Appendix for more background 
information on ICANN). ICANN implements and enforces many of its policies and rules through 
contracts with registries (companies and organizations who operate and administer the master 
database of all domain names registered in each top level domain, such as .com and .org) and 
accredited registrars (the hundreds of companies and organizations with which consumers 
register domain names). Policies are developed by Supporting Organizations and Committees in a 
consensus-based “bottom-up” process open to various constituencies and stakeholders of the 
Internet. As such, ICANN is often pointed to as emblematic of the “multistakeholder model” of 
Internet governance. 

Internet standards organizations — As the Internet has evolved, groups of engineers, researchers, 
users, and other interested parties have coalesced to develop technical standards and protocols 
necessary to enable the Internet to function smoothly. These organizations conduct standards 
development processes that are open to participants and volunteers from around the world. 
Internet standards organizations include the Internet Engineering Task Force (IETF), the Internet 
Architecture Board (IAB), the Internet Society (ISOC), and the World Wide Web Consortium 
(W3C). 

Governmental entities involved in Internet governance include the following: 

Governmental Advisory Committee (GAC) — As part of ICANN’s multistakeholder process, the 
GAC provides advice to the ICANN Board on matters of public policy, especially in cases where 
ICANN activities and policies may interact with national laws or international agreements related 
to issues such as intellectual property, law enforcement, and privacy. GAC advice is developed 
through consensus among member nations. Although the ICANN Board is required to consider 
GAC advice and recommendations, it is not obligated to follow those recommendations. 
Membership in the GAC is open to all national governments who wish to participate. Currently, 
there are 1 46 members. The GAC Chair is currently held by Switzerland, with Vice Chairs held 
by Argentina, Spain, Namibia, Turkey, and Thailand. 

Internet Governance Forum (IGF) — The IGF was established in 2006 by the United Nations’ 
World Summit on the Information Society (WSIS). The purpose of the IGF is to provide a 
multistakeholder forum which provides an open discussion (in yearly meetings) on public policies 
related to the Internet. Open to all stakeholders and interested parties (governments, industry, 
academia, civil society), the IGF serves as an open discussion forum and does not have negotiated 
outcomes, nor does it make formal recommendations to the U.N. In December 2010, the U.N. 
General Assembly renewed the IGF through 2015 and tasked the U.N.’s Commission on Science 
and Technology for Development (CSTD) to develop a report and recommendations on how the 
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IGF might be improved. A Working Group on Improvements to the Internet Governance Forum 
was formed by the U.N., which includes 22 governments (including the United States) and the 
participation of Internet stakeholder groups. 

Other International Organizations — Other existing international organizations address Internet 
policy issues in various ways. The International Telecommunications Union (ITU) is the United 
Nations’ specialized agency for communications and information technology. The World 
Intellectual Property Organization (WIPO) is another specialized agency of the U.N., which 
addresses a wide range of intellectual property issues, including those related to Internet policy. 
The Organisation for Economic Co-operation and Development (OECD) provides a forum for 
governments to work together to address economic issues, including the recent development of 
Internet policymaking principles. While none of these organizations have direct control or 
authority over the Internet, their activities can have influence over future directions of global 
Internet policy. 

National governments — National governments have acted to address various Internet policy 
issues within their own borders. Many of the national laws and regulations pertain to user 
behavior on the Internet. For example, in the United States, laws have been passed addressing 
such issues as cybersecurity and cybercrime, Internet gambling, Internet privacy, and protection 
of intellectual property on the Internet. Governments have also established internal Internet policy 
coordinating bodies (e.g., the National Telecommunications and Information Administration’s 
Internet Policy Task Force and the European Commission’s Information Society). 

Role of U.S. Government 

The U.S. government has no statutory authority over ICANN or the domain name system. 
However, because the Internet evolved from a network infrastructure created by the Department 
of Defense, the U.S. government originally owned and operated (primarily through private 
contractors) many of the key components of network architecture that enabled the domain name 
system to function. In the early 1990s, the National Science Foundation (NSF) was given a lead 
role in overseeing domain names used in the civilian portion of the Internet (which at that time 
was largely comprised of research universities). By the late 1990s, ICANN was created, the 
Internet had expanded into the commercial world, and the National Telecommunications and 
Information Administration (NTIA) of the Department of Commerce (DOC) assumed the lead 
role. 

A 1998 Memorandum of Understanding between ICANN and the DOC initiated a process 
intended to transition technical DNS coordination and management functions to a private-sector 
not-for-profit entity. While the DOC plays no role in the internal governance or day-to-day 
operations of ICANN, the U.S. government, through the DOC/NTIA, retains a role with respect 
to the DNS via three separate contractual agreements. These are: 

• a 2009 Affirmation of Commitments (AoC) between DOC and ICANN; 4 



4 For more information on the Affirmation of Commitments, including the precursor agreements between DOC and 
ICANN such as the Joint Project Agreement and the Memorandum of Understanding, see CRS Report 97-868, Internet 
Domain Names: Background and Policy Issues, by Lennard G. Kruger. 



Congressional Research Service 



3 



Internet Governance and the Domain Name System: Issues for Congress 



• a contract between ICANN and DOC to perform various technical functions such 
as allocating IP address blocks, editing the root zone file, and coordinating the 
assignment of unique protocol numbers; and 

• a cooperative agreement between DOC and VeriSign to manage and maintain the 
official DNS root zone file. 

By virtue of those three contractual agreements, the U.S. government — through DOC/NTIA — 
exerts a legacy authority and stewardship over ICANN, and arguably has more influence over 
ICANN and the DNS than other national governments. 

While NTIA is the lead agency overseeing domain name issues, other federal agencies maintain a 
specific interest in the DNS that may affect their particular missions. For example, the Federal 
Trade Commission (FTC) seeks to protect consumer privacy on the Internet, the Department of 
Justice (DOJ) addresses Internet crime and intellectual property issues, and the Department of 
Defense and Department of Homeland Security address cybersecurity issues. However, none of 
these agencies has legal authority over ICANN or the running of the DNS. 



Affirmation of Commitments 

On September 30, 2009, DOC and ICANN announced agreement on an Affirmation of 
Commitments (AoC) to “institutionalize and memorialize” the technical coordination of the DNS 
globally and by a private-sector-led organization. 5 The AoC replaced the previous Memorandum 
of Understanding and subsequent Joint Project Agreement between DOC and ICANN. It has no 
expiration date and would conclude only if one of the two parties decided to terminate the 
agreement. 

Under the AoC, ICANN committed to remain a not-for-profit corporation “headquartered in the 
United States of America with offices around the world to meet the needs of a global 
community.” According to the AoC, “ICANN is a private organization and nothing in this 
Affirmation should be construed as control by any one entity.” Specifically, the AoC called for the 
establishment of review panels which will periodically make recommendations to the ICANN 
Board in four areas: ensuring accountability, transparency, and the interests of global Internet 
users (panel includes the Administrator of NTIA); preserving security, stability, and resiliency; 
impact of new generic top level domains (gTLDs); and WHOIS policy. 6 

On December 3 1, 2010, the Accountability and Transparency Review Team (ATRT) released its 
recommendations to the Board for improving ICANN ’s transparency and accountability with 
respect to Board governance and performance, the role and effectiveness of the GAC and its 
interaction with the Board, public input and policy development processes, and review 
mechanisms for Board decisions. 7 At the June 2011 meeting in Singapore, the Board adopted all 



5 Affirmation of Commitments by the U.S. Department of Commerce and the Internet Corporation for Assigned Names 
and Numbers, September 30, 2009, available at http://www.ntia.doc.gov/ntiahome/domainname/ 
Affirmation_of_Commitments_2009.pdf. 

6 WHOIS is a publically available online database that provides information on domain name registrants. WHOIS is 
used to identify domain name holders. WHOIS policy is controversial because it encompasses two competing 
considerations: protecting the privacy of domain name holders versus enabling law enforcement and trademark holders 
to identify owners of domain names and websites engaging in criminal activities or infringing on intellectual property. 

7 The ATRT final report is available at http://www.icann.org/en/reviews/affirmation/atrt-fmal-recommendations- 
(continued...) 
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